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1 Introduction

The NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension

specifies the use of NTLM authentication (as specified in MS -NLMP]) by the Simple Mail Transfer
Protocol (SMTP) to facilitate client authentication to a Microsoft Windows® SMTP server. SMTP

specifies a protocol for the distribution, inquiry, retrieval, and posting of news articles using a

reliable, strea m-based transmission of news. A detailed definition of SMTP is specified in RFC?2821] .

The NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension uses
the SMTP -AUTH co mmand (as specified in REC2554] section 4)and SMTP response codes to
negotiate NTLM authentication and send authentication data.

1.1 Glossary
The following terms are defined in MS -GLOS] :

base64

challenge/response authentication

NT LAN Manager (NTLM) Authentication Protocol
Simple Authentication and Security Layer (SASL)
Simple Mail Transfer Protocol (SMTP)

The following terms are specific to this document:

AUTH command: A Simple Mail Transfer Protocol (SMTP) command that is used to send
authentication information, as specified in RFEC2554] . The structure of the AUTH command

(as used in the NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP)
Extension) is as follows.

AUTHNTLM<CR><LF>

Or, optionally, it is as follow S.

AUTH NTLM initial - response]

Both command forms are accepted, as required by the RFC.

connection-oriented NTLM: One of the two variants of the NT LAN Manager (NTLM)
Authentication Protocol.

NTLM AUTHENTICATE_MESSAGE: The NTLM AUTHENTICATE_MESSAGE packe t defines an
NTLM authenticate message that is sent from the client to the server after the NTLM
CHALLENGE_MESSAGE is processed by the client. Message structure and other details of
this packet are specified in MS -NLMP].

NTLM CHALLENGE_MESSAGE: The NTLM CHALLENGE_MESSAGE packetdefines an NTLM
challenge message that is sent from the server to the client. NTLM CHALLENGE_MESSAGE
is generated by the local NTLM software and passed to the application that supports
embedded NTLM authentication. This message is used by the server to challenge the client to
prove its identity. Message structure and other details of this packet are specified in [MS -
NLMP].
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NTLM message: An NTLM message carries authentication information. Its payload data is
passed to the application that supports embedded NTLM authentication by the NTLM
software installed on the local computer. NTLM messages are transmitted between the
client and serverembedded within the application protocol that is using NTLM authentication.
There are three types of NTLM messages:

A NTLM NEGOTIATE_MESSAGE
A NTLM CHALLENGE_MESSAGE
A NTLM AUTHENTICATE_MESSAGE

NTLM NEGOTIATE_MESSAGE: The NEGOTIATE_MESSAGE packet defines an NTLM negotiate
message that is sent from the client to the server. The NTLM NEGOTIATE_MESSAGE is
generated by the local NTLM software and passed to the application that supports embedde d
NTLM authentication. This message allows the client to specify its supported NTLM options to
the server. Message structure and other details are specified in [MS -NLMP].

NTLM software: Software that implements the NT LAN Manager (NTLM) Authentication Protocol.
MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as

specified in [REC2119] . All statements of optional behav ior use either MAY, SHOULD, or
SHOULD NOT.

1.2 References

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If

you have any issue with finding a normative reference, please contact dochelp@microsoft.com . We
will assist you in finding the relevant information. Please check the archive site,

http:/msdn2.microsoft.com/en -us/library/E4BD6494 -06AD -4aed -9823 -445E921C9624 , as an
additional source.

[MS -NLMP] Microsoft Corporation, " NT LAN Manager (NTLM) Authentication Protocol Specification
June 2007.

[RFC1521] Borenstein, N., and Freed, N., "MIME (Multipurpose Internet M ail Extensions) Part One:

Mechanisms for Specifying and Describing the Format of Internet Message Bodies", RFC 1521,
September, 1993,  http:/www.ietf.org/rfc/rfc1521 .txt

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels”, BCP 14, RFC
2119, March 1997,  http://iwww.ietf.org/rfc/rfc2119.txt

[RFC2554] Myers, J., "SMTP Service Extension for Authentication", RFC 2554, March, 1999,
http:/mvww .ietf.org/rfc/rfc2554.txt

[RFC2821] Klensin, J., "Simple Mail Transfer Protocol", STD 10, RFC 2821, April 2001,
ht tp://www .ietf.org/rfc/rfc2821 .txt

[RFC4234] Crocker, D., Ed., and Overell, P., "Augmented BNF for Syntax Specifications: ABNF", RFC
4234, October 2005,  http://www.ietf.org/rfc/rfc4234 txt

1.2.2 Informative References

[MS - GLOS] Microsoft Corporation,”  Windows Protocols Master Glossary ", March 2007.
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[SSPI] Microsoft Corporation, "SSP1", http:/msdn.microsoft.com/en -us/library/aa380493.aspx

1.3 Protocol Overview (Synopsis)

Client applications that connect to the Simple Mail Transfer Protocol (SMTP) service included in
Microsoft Windows® 2000 Server operating system and Windows Server® 2003 operating system
can use Microsoft Windows® NT LAN Manager Protocol (NTLM) authentication.

The NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension

specifies how an SMTP clientand SMTP server can use the NTLM Authentication Protocol, as

specified in  [MS -NLMP], so that the SMTP server can authenticate the SMTP client. The NTLM
Authentication Protocol, as specified in [MS -NLMP],is a challenge /response authentication
protocol that depends on the application layer p rotocols to transport NTLM packets from client to
serverand from server to client.

The NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension defines

how the SMTP is extended to perform authentication using the NTLM Authentic ation Protocol, as
specified in [MS -NLMP]. The SMTP standard defines an extensibility mechanism for arbitrary

authentication protocols to be plugged in to the core protocol. This mechanismis the SMTP -AUTH
mechanism.

The NT LAN Manager (NTLM) Authenticatio n: Simple Mail Transfer Protocol (SMTP) Extension is an
embedded protocol in which NTLM authentication data is first transformed into a base64
representation (as specified in REC1521] )and then formatted by padding with SMTP status codes
and SMTP keywords, as defined by the AUTH mechanism. The base64 encoding and the formatting

are very rudimentary and solely intended to make the NTLM data look like other SMTP commands

and responses. The following diagram illustrates the sequence of transformations performed on an
NTLM message to produce a message that can be sent over SMTP.

SMTP Padding
Basebt4-Encoded
MNTLM Message

NTLM Message 3

Basebd-Encoded
NTLM Message

Figure 1: Relationship between NTLM message and SMTP (NTLM Authentication Protocol
message)

The NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension is a

pass -through protocol that does not specify the structure of NTLM information. Instead, the protocol

relies on the software that implements the NTLM Authentication Protocol (as specified in [MS -
NLMP]) to process each NTLM message to be sent or received.

The NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension defines
both serverand  client roles.

When SMTP performs an NTLM authentication, it interacts with the NTLM software appropriately.
An overview of this interaction follows:

If acting as an SMTP client:

1. The NTLM software returns the first NTLM message to the client to be sent to the server.
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2. The clientshould apply both the base64 encoding and SMTP padding transformations mentioned
earlier (and described in detail later in this document) to produce an SMTP message, and then
send this message to the server.

3. The clientshould wait for a response from the server. When the response is received, the client
determines whether the response indicates either the end of authentication (success or fail ure) or
the continuation of authentication.

4. If the authentication is continuing, the response message is stripped of the SMTP padding, is
base64 decoded, and is passed into the NTLM software, on which the NTLM software may return
another NTLM message that needs to be sent to the server. Steps 2 through 4 are repeated until
authentication succeeds or fails.

If acting as an SMTP senver:
1. The serverwaits to receive the first SMTP authent ication message from the client.

2. When an SMTP message is received from the client, the SMTP padding is removed, the message
is base64 -decoded, and the resulting NTLM message is passed into the NTLM software.

3. The NTLM software will return a status indicatin g whether authentication completed successfully,
failed, or more NTLM messages need to be exchanged to complete the authentication.

4. If the authentication is continuing, the NTLM software will return an NTLM message that needs to
be sent to the server. This message is base64 -encoded, and the SMTP padding is applied and
sent to the client. Steps 2 through 4 are repeated until authentication succeeds or fails.

The sequence that follows shows the typical flow of packets between a client and serveronce NTLM
aut hentication has been selected:

1. The SMTP clientsendsan NTLM NEGOTIATE_MESSAGE embedded in an
SMTP_AUTH _NTLM_BLOB Command packet to the server.

2. Onreceiving the SMTP packetwith NTLM NEGOTIATE_MESSAGE, the server sends an NTLM
CHALLENGE_MESSAGE embedded in an SMTP packet to the client.

3. Inresponse, the SMTP clientsends an NTLM AUTHENTICATE_MESSAGE embedded in an SMTP
packet.

4. The server then sends an SMTP response to the client to successfully complete the authentication
process.

The NTLM NEGOTIATE_MESSAGE, NTLM CHALLENGE_MESSAGE, and NTLM
AUTHENTICATE_MESSAGE packets contain NTLM authentication data that must be processed by the
NTLM software installed on the local computer. How to retrieve and process NTLM messages is
specified i n [MS -NLMP].

Implementers of the NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP)
Extension must possess a working knowledge of the following:

A Simple Mail Transfer Protocol (SMTP), as specified in [REC2821] and [REC2554]

A Multipurpose Internet Mail Extensions (MIME) base64 encoding method, as specified in

RFC1521
A NTLM Authentication Protocol, as specified in [MS -NLMP]
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1.4 Relationship to Other Protocols

The NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension uses

the SMTP -AUTH extension mechanism, as specified in REC2554] , and is an embedded protocol.
Unlike stand -alone application protocols, such as Telnet or Hypertext Transfer Protocol (HTTP),

NTLM Authentication: SMTP Extension packets are embedded in Simple Mail Transfer Protocol

(SMTP) commands and server responses.

The SMTP specifies only the sequence in which an SMTP server and an SMTP client must exchange
NTLM messages to successfully authenticate the client to the server. It does not specify how the

client obtains NTLM messages from the local NTLM software or how t he SMTP server should process
NTLM messages. The SMTP client and SMTP server implementations depend on the availability of an
implementation of the NTLM Authentication Protocol (as specified in MS -NLMP]) to obtain and

process N TLM messages and on the availability of the base64 encoding and decoding mechanisms
(as specified in  [REC1521] )to encode and decode the NTLM messages embedded in SMTP packets.

1.5 Prerequisites/Preconditions

Because the NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP)
Extension depends on NTLM  to authenticate the client to the server, both serverand client must

have access to an implementation of the NTLM Authentication Protocol (as specified in MS -NLMP])
that is capable of supporting connection-oriented NTLM.<1>

1.6 Applicability Statement
The NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension must

be used only when implementing an SMTP client that authenticates to an SMTP server by using
NTLM authentication.

1.7 Versioning and Capability Negotiation
This document covers versioning issues in the following areas:

A Security and Authentication Methods: The NT LAN Manager (NTLM) Authentication: Simple Mail

Transfer Protocol (SMTP) Extension supports the NTLM version 1 and NTLM version 2
authentication methods, as specified in MS -NLMP].

A Capability Negotiation: The NTLM Authentication: SMTP Extension does not support negotiation of
the NTLM Authentication Protocol (as specified in [MS -NLMP]) version to use. Instead, the NTLM
Authentication Protocol (as specified in [MS -NLMP]) version must be configured on both the client
and the server prior to authentication. NTLM Authentication Protocol (as specified in [MS -NLMP])
version mismatch es are handled by the NTLM Authentication Protocol (as specified in [MS -NLMP])

implementation, and not by SMTP.

The SMTP Service Extension for Authentication (as specified in RFC2554] ) does docume ntthe
framework within which SMTP clients may discover (and SMTP servers may advertise) the
capability to perform any given authentication mechanism, including (in particular) NTLM.

The clientdiscovers if the server supports NTLM AUTH through the SMTP -EHLO, at which time

the server responds with a standard EHLO response, as specified in RFC2821] . The EHLO
keyword that is advertised if NTLM authentication is supported is "NTLM". Although "NTLM" is not
an SASL mechanism (as defined in REC2554] section 3 bullet 3), the SMTP server and client

behave exactly as if NTLM was an SASL mechanism with the name "NTLM". The messages
involved are formally specified in other sections of this document.
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1.8 Vendor-Extensible Fields

None.

1.9 Standards Assignments

None.
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2 Messages

2.1 Transport

The NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension does

not establish transport connections. Instead, its messages are encapsulated in SMTP commands and
responses. How NTLM Authentication: SMTP Extension messages must be encapsulated in SMTP

commands is specified in section 2.2.

2.2 Message Syntax

NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension messages
are divided into three categories, depending on whether the message is sent by the server or the
client.

The formal syntax of messages is provided in Augmented Backus -Naur Form (ABNF), as specified in

REC4234] .

2.2.1 SMTP AUTH Extensions

The first category of SMTP messages is within the SMTP -AUTH extensibility framework. These
messages are defined in REC?2554] . Some of the messages have parameters that MUST be
customized by the extensibility mechanism (such as NTLM). The NT LAN Manager (NTLM)
Authentication: Simple Mail Transfer Protocol (SMTP) Extension introduces the following
customizations, as specified in sections 2.2.1.1 through 2.2.1.9 .

At every point of time during the authentication exchange, the client MUST parse the status codes

on the messages sentb ythe serverand interpret them as specified in REC2554] . The status codes
define various states such as success in authenticating, failure to authenticate, and any other

arbitrary failures that t he software may encounter.

The client may receive any one of the following responses during authentication:

A SMTP_AUTH NTLM_BLOB Response

SMTP_AUTH_Fail R esponse

A
A SMTP_AUTH_Other Failure Response
A

SMTP_AUTH_NTLM_Succeeded_Response

Note that the syntax and meaning of these messages are completely defined by REC2554] except
for the SMTP_AUTH_NTLM_BLOB_Response message, for which REC2554] does notdefine the data

encapsulated within the SMTP mes  sage and leaves the definition and processing of that data to the
extension mechanism. This specification will focus on precisely defining that data.

2.2.1.1 SMTP_AUTH_NTLM_Initiation_Command Message

The SMTP_AUTH_NTLM_ Initiation_Command message initiates the NTLM authentication process for
SMTP.

REC2554] section 4 defines the syntax of the SMTP AUTH command and related commands (for
example, EHLO) to initiate authentication. The mechanism name for NTLM authentication is defined

to be the string "NTLM" for the NTLM Authentication: SMTP Extension. The command to initiate an

NTLM conversation by a client in ABNF form is described later in this section.
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2.2.1.2 SMTP_NTLM_Supported_Response Message

The SMTP_NTLM_Supported_Response message indicates that the serversupports NTLM
authentication for SMTP. The response from the server can be different, depending on whether the
clientsends an SMTP_AUTH_NTLM_Initiation_Command message with orwithout the [initial

response] string. Further details and processing instructions are described in section 3.154 .

2.2.1.3 SMTP_AUTH_NTLM_BLOB_Response Message

The SMTP_AUTH_NTLM_BLOB_Response message is defined as follows. This message is partially
defined in [REC2554] section 4. The 334 status code indicates ongoing authentication and indicates
that the <base64 -encoded -NTLM-message>is to be processed by the authentication subsystem. In
this case, the client MUST de  -encapsulate the data and pass it to the NTLM software

334 <base64 -encoded - NTLM message><CR><LF>

Note that status code 334 is also returned by the SMTP_NTLM_Supported_Response _ message.

2.2.1.4 SMTP_AUTH_Fail_Response Message

SMTP_AUTH_Fail_Response is defined as follows. This message, identified by the 535 status code, is
defined in [REC2554] section 4, and indicates that the authentication has terminated unsuccessfully
because the user name orpassword is incorrect.

5355.7.3 <human - readable - string><CR><LF>

2.2.1.5 SMTP_AUTH_Other_Failure_Response Message

The SMTP_AUTH_Other_Failure_Response message is defined as follows. This is actually a class of

messages whose syntaxand interpretation are defined in REC2821] section4.2and [REC2554

sections 4 and 6. They indicate an abnormal termination of the NTLM authentication negotiation,
which ma y occur for various reasons such as software errors, lack of system resources, and so on.
For the purposes of this document, SMTP_AUTH_Other_Failure_Response is defined as any SMTP

message otherthan  SMTP_AUTH NTLM_Succeeded Response , SMTP_AUTH Fail_Response ,and
SMTP_AUTH_NTLM_BLOB Response . The interpretation of SMTP_AUTH_Other_Failure_Response,
and the s uggested client action when receiving such a message, is defined in RFC2821] section 4.3.
This message represents an exit from AUTH and, as such, is not really a part of AUTH negotiation.
2.2.1.6 SMTP_AUTH_NTLM_Succeeded_Response Message
The SMTP_AUTH_NTLM_Succeeded_Response message is defined as follows. This message is
defined in [REC2554] section 4 and indicates that the authentication negotiation has completed with
the client successfully authenticating to the server.
235<human - readable - string><CR><LF>
2.2.1.7 SMTP_AUTH_NTLM_BLOB_Command Message
NTLM messages encapsulated by the clientand sent to the serverare referred to as
SMTP_AUTH_NTLM_BLOB_Command messages in this document. They have the following syntax
defined in ABNF and conform to the prescription of REC2554] section 4.
12/ 38

[MS-SMTP] 8 v20090924
NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension

Copyright © 2009 Microsoft Corporation.

Release: Thursday, September 24, 2009


http://go.microsoft.com/fwlink/?LinkId=94468
http://go.microsoft.com/fwlink/?LinkId=94468
http://go.microsoft.com/fwlink/?LinkId=90384
http://go.microsoft.com/fwlink/?LinkId=94468
http://go.microsoft.com/fwlink/?LinkId=90384
http://go.microsoft.com/fwlink/?LinkId=94468
http://go.microsoft.com/fwlink/?LinkId=94468

<base64 - encoded - NTLM message><CR><LF>

2.2.1.8 SMTP_NTLM_Not_Supported_Response Message

The SMTP_NTLM_Not_Supported_Response_Message is defined as follows. This message is defined
in [REC2554] section 4 and indicates that the authentication mechanism is not supported by the
server. The server rejects the AUTH command with the following message.

504 <human - readable - string><CR><LF>

2.2.1.9 EHLO Discovery Message

The EHLO Discovery message enables the SMTP client to determine whether the SMTP server
supports NTLM authentication. Processing details are described in section 3.1.5.2 .The NT LAN
Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension also supports the

discovery of supported authentication procedures, as defined in REC2554] section 4 (las t
paragraph).
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3 Protocol Details
3.1 Client Details
3.1.1 Abstract Data Model

3.1.1.1 SMTP State Model

Send SMTP_AUTH_NTLM_Initiation_Command.

Send
SMTP_AUTH_NTLM_ Initiation Command
with NTLM_MEGOTIATE_MESSAGE.

Receive
SMTP_AUTH _MNTLM Blob Response
with embedded
NTLM_CHALLENGE _MESSAGE.

Receive
[ sent_authentication_request SMTP_MNTLM_Not Supported Response

or Receive
SMTP_AUTH_Other_Fallure_Response
for miscellaneous errars,

Receive SMTP_MNTLM_Supported_Response

4{ inside_authentication j

Receive SMTP_AUTH Fail Response,
SMTP_AUTH_Other_Failure_Response,
SMTP_AUTH_NTLM_Succeeded Response or
MTLM subsystem error.

Figure 2: SMTP NTLM authentication client state model

The abstract data model for the NT LAN Manager (NTLM) Authentication: Simple Mail Transfer
Protocol (SMTP) Extension has the following states:

1. start

This is the state of the client b efore the SMTP_AUTH_NTLM_Initiation_Command message has
been sent.

2. sent_authentication_request
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This is the state of the client after the SMTP_AUTH_NTLM_ Initiation_Command message has
been sent.

3. inside_aut hentication

This is the state entered by a client after it has received an SMTP_NTLM_ Supported_Response
message. The inside authentication state is described in section 3.156 .

4. completed_authentication

This is the state of the client on exiting the inside_authentication state. Section 3.1.5 defines the
rules for how the inside_authentication state is exite d. The completed_authentication represents
the end state of the authentication protocol.

This document does not address the behavior of SMTP in this state.

3.1.1.2 NTLM Software Interaction
During the inside_authentication phase, the SMTP client invokes the NTLM software, as specified in
MS -NLMP] section 3.1. The NTLM Authentication Protocol (as specified in [MS -NLMP]) is used with
these options:
1. The negotiation is a connection -oriented NTLM negotiation.

2. None of the flags sp ecified in [MS -NLMP] section 3.1.1 are passed to NTLM.

Following is a description of how SMTP uses NTLM. Remember that all NTLM messages are

encapsulated as specified in section 2.1 . The NTLM Authentication Protocol (as specified in MS -
NLMP] section 3.1.1) specifies the data -model, internal states, and sequencing of NTLM messages in

greater detail.

1. The client initiates the authentication by invoking NTLM, atwhich time NTLM will return the NTLM
NEGOTIATE_MESSAGE to be sent to the server. NTLM NEGOTIATE_MESSAGE may either be
embedded in the initial SMTP_AUTH_NTLM _lInitiation_Command message as the [initial -
response] field (as specified in RFEC2554] ), orit may be sent to the server embedded inside the
first SMTP_AUTH NTLM_BLOB_Command _ message.

2. Subsequently, the exchange of NTLM messages goes on as defined by the NTLM Authentication
Protocol (as specified in [MS  -NLMP]) with the SMTP client encapsulating the NTLM messages
befor e sending them to the server, and de -encapsulating SMTP messages to obtain the NTLM
message before giving it to the NTLM Authentication Protocol (as specified in [MS -NLMPY]).

3. The NTLM Authentication Protocol (as specified in [MS -NLMP]) completes authenticat  ion, either
successfully or unsuccessfully, as follows:

A The serversends the SMTP_AUTH NTLM_ Succeeded Response message to the client. On
receiving this message, the client transitions to the completed_auth entication state and
SHOULD treat the authentication attempt as successful.

A The serversends the SMTP_AUTH Fail Response message to the client. On receiving this
message, the client transitions to the comp leted_authentication state and SHOULD treat the
authentication attempt as failed.

A The serversends the SMTP_AUTH_Other Failure_Response  message to the client. On

receiving this message, the client transiti ons to the completed_authentication state and
SHOULD treat the authentication attempt as failed.
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A Failures reported from the NTLM software (which can occur for any reason, including incorrect

data being passed in, or implementation -specific errors) may be r  eported to the client by the
NTLM Authentication Protocol (as specified in [MS -NLMP]) and cause the client to transition to
the completed_authentication state.

3.1.2 Timers

None.

3.1.3 Initialization

None.

3.1.4 Higher-Layer Triggered Events

None.

3.1.5 Message-Processing Events and Sequencing Rules

The NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension is

driven by a series of message exchanges between an SMTP server and an SMTP client. The rules
governing the sequencing of commands and the internal states of the client and server are defined

by a combinatonof [REC2554] and [MS-NLMP]. Section 3.1.1 completely defines how the rules
specified in [REC2554] and [MS -NLMP]govem SMTP authentication.

3.1.5.1 Sending an SMTP_AUTH_NTLM_Initiation_Command Message

The client can send two forms of the SMTP_AUTH_NTLM_ Initiation_Command to initiate the NTLM
authentication process for SMTP. The client may optionally base 64 -encode (as specified in
RFEC1521] )and send the initial NTLM NEGOTIATE_MESSAGE message as part of this command in
the [initial -response], as follows.

AUTHNTLM [initial - response]<CR><LF>
or, optionally without the [initial -responsel]:
AUTHNTLM<CR><LF>

If an [initial -response] string is supplied, the serverwill invoke the NTLM software, obtain the NTLM
CHALLENGE_MESSAGE, base64 -encode it, pad it (as defined elsewhere in this specification), and
retum it to the clientas an SMTP message. If NTLM is not supported, the SMTP server returns a
failure status code, as defined in RFEC2554] . This failure status code is a standard message defined
by the SMTP standard and is no  t described here.

3.1.5.2 Sending an EHLO Discovery Command Message

The SMTP client determines if the server supports NTLM authentication by sending the EHLO
Discovery Command and parsing the EHLO response from the server.

If the EHLO Discovery Command is sent to the SMTP server without an authenticator or arguments,
the SMTP serverwill list the available authentication mechanisms using the syntax defined in
RFEC282 1] section 4.1.1.1. The NTLM mechanism is indicated by using the "NTLM" EHLO
advertisement, providing that NTLM authentication is enabled for the SMTP server.
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3.1.5.3 Sending an SMTP_AUTH_NTLM_BLOB_Command Message

This section describes how to create SMTP_AUTH _NTLM_BLOB Command _messages. These NTLM
messages sent by the client are encapsulated as follows to conform to the SMTP -AUTH mechanism.

1. base64 -encode (as specified in RFEC1521] ) the NTLM message data. This is required because
NTLM messages contain data outside the ASCII character range whereas SMTP only supports
ASCII characters to be sentwithin the context of SMTP -AUTH.

2. Suffix the <CR>and <LF>characters (ASCII values 0x0 D and 0x0A), as required by SMTP.

The ABNF definition of a client message is as follows.

<base64 - encoded - NTLM message><CR><LF>

De -encapsulation of these messages by the server uses the reverse logic.
1. Remove the <CR>and <LF> characters (ASCII values 0x0D and 0x0A).

2. base64 -decode the SMTP data to produce the original NTLM message data.

3.1.5.4 Receiving an SMTP_NTLM_Supported_Response Message
Expected state is sent_authentication_request.

On receiving this message, a client MUST generate the first NTLM message by calling the NTLM

software. The NTLM software then generates an NTLM NEGOTIATE_MESSAGE, as specified in MS -
NLMP]. The client MUST then encapsulate the NTLM message, as defined in section 3.153 ,and

send it to the server.

The serverwills end the SMTP_NTLM_Supported Response  message only if the client did not embed
an NTLM NEGOTIATE_MESSAGE in the optional [initial -response] parameter of the
SMTP_AUTH_NTLM_ Initiation_Command message.When an [initial  -response] string is notsupplied
in the client SMTP_AUTH_NTLM_ Initiation_Command message and NTLM is supported, the SMTP

serverwill respond with an SMTP message prefixed with a status code of 3 34, to indicate that NTLM
is supported. The only data in this message that is useful is the status code 334. The remaining data
is a human -readable ASCII string whose contents are constrained by the specifications in REC2821

section 4.5.3. This data has no bearing on the authentication. The syntax of this command in ABNF
formis the following.

334 <human - readable - string><CR><LF>

A human -readable -string is formally defined in ABNF as follows:

human- readable - string = *CHAR

Note CHAR is the US -ASCII characterset, excluding NULL. In theory, the characters MAY be
repeated any number of times from zero to infinity.

The format of the SMTP_AUTH_NTLM_ Initiation_Command sent by the client also determines

whether the server response MUST be interpreted as an SMTP_NTLM_Supported_Response oran
SMTP_AUTH_NTLM_BLOB Response .Based on ABNF syntaxalone,
SMTP_NTLM_Supported_Response and SMTP_AUTH_NTLM_BLOB_Respo nse messages appear
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identical, making a successful distinction between the two impossible. Therefore, the parser MUST
distinguish between these messages as follows:

A Ifthe client previously sent an SMTP_AUTH_NTLM_Initiation_Command without an [initial -
resp onse], the server response MUST be parsed as an SMTP_NTLM_Supported_Response
message witha human  -readable -string. The human -readable -string SHOULD be ignored by the
client, except to facilitate troubleshooting and debugging by a human operator. This strin g has no
consequence on the operation of the protocol.

A Ifthe client previously sent an SMTP_AUTH_NTLM_ Initiation_Command with an [initial -
response], the server response MUST be parsed as an SMTP_AUTH_NTLM_BLOB_Response

message with a base64 -encoded string . The client MUST NOT ignore the base64 -encoded string
and it MUST be processed by the NTLM subsystem, as described in this document.

Note Status code 334 is also returned by the SMTP_AUTH_NTLM_BLOB_Response message.

The state of the client is changed to inside_authentication.

3.1.5.5 Receiving an SMTP_NTLM_Not_Supported_Response Message
Expected state is sent_authentication_request.
On receiving this message, a client MUST abort the NTLM authentication atte mpt.

The state of the client is changed to completed_authentication.

3.1.5.6 Receivingan SMTP_AUTH_NTLM_BLOB_Response Message

Expected state is inside_authentication.

On receiving this message, a client MUST de -encapsulate it to obtain the embedded NTLM message,
and then pass it to the NTLM software for processing. The NTLM software then extracts the
NTLM_CHALLENGE_MESSAGE and produces an NTLM_AUTHENTICATE_MESSAGE response. The
client MUST then encapsulate the NTLM message, as defined in section 3.1. 5.3, and send it to the
server.

This is the state entered by a client after it has received an SMTP_NTLM_Supported_Response
message.

In this state, the client initializes the NTLM software and then perfor ms the following steps.

1. Encapsulates the NTLM message returned by the NTLM software into an SMTP message
2. Sends the SMTP message to the server
3. Waits for a response from the server

4. De-encapsulates the received SMTP message -data (if any) from the server and convetts it to
NTLM message data

5. Passes the NTLM message to the NTLM software

This state terminates when the client receives an SMTP_AUTH NTLM_Succeeded Response
SMTP_AUTH_Fail_Response ,or SMTP_AUTH_Other Failure_Response  message.

For an overview of SMTP client authentication, see th e SMTP client state model specified in section
3.1.1.1 .
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3.1.5.6.1 Error from NTLM

If the NTLM software  reports an error, the client must change its internal state to
completed_authentication and consider that the authentication has failed. The client may then take
any action it considers appropriate. This document does not mandate any specific course of ac tion.

Typical actions are to attempt other (non -authentication related) SMTP commands or to disconnect
the connection.

3.1.5.6.2 NTLM Reports Success and Returns an NTLM Message

The NTLM message should be encapsulated and sent to the server. No change occurs in the state of
the client.

3.1.5.7 Receivingan SMTP_AUTH_NTLM_Succeeded_Response Message

Expected state: inside_authentication.

The SMTP client MUST change its intemal state to completed_authentication and consider that the
authentication has succeeded. The client then takes any action it considers appropriate. This
documentdoes not mandate any specific course of action.

3.1.5.8 Receiving an SMTP_AUTH_Fail_Response Message
Expected state: inside_authentication.

The SMTP client MUST change its intemal state to completed_authentication and consider that the
authentication has failed. The client then takes any action it considers appropriate. This document
does not mandate any specific course of action.

3.1.5.9 Receiving an SMTP_AUTH_Other_Failure_Response Message

Expected state: inside_authentication.

The SMTP client MUST change its intemal state to completed_authentication and consider that the
authentication has failed. The client then takes any action it considers appropriate. This document
does not mandate any specific course of action.

Note This response MUST be interpreted using the rules specified in REC2821] . These rules include
using the three -digit status code to inferwhether the failure is permanent or temporary, whether or
not to generate  non -delivery notifications for messages queued on the client, and so on.

3.1.6 Timer Events
None.

3.1.7 Other Local Events

None.
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3.2 Server Details

3.2.1 Abstract Data Model

3.2.1.1 SMTP State Model

Recelve SMTP_AUTH_NTLM_Initiation_Command
without the optional [initial-response] parameter.

[ received _authentication _request

Receive
SMTP_AUTH_NTLM_Initiation_Command Send
with the optional SMTP_MNTLM_ Mot Supported Response
{initial-response) parameter. or send
SMTP_ALUTH_Other_Failure_Response
Send SMTP_AUTH_Blob_Response, for miscellaneous errors.

Send SMTP_NTLM_Supported_Response.

Y

4{ inside_authentication j

Send SMTP_AUTH_NTLM_Succeeded Response,
SMTP_AUTH_Fzil_Response,
SMTP_AUTH Other Failure Response.

Figure 3: SMTP NTLM authentication server state model

The abstract data model for the NT LAN Manager (NTLM) Authentication: Simple Mail Transfer
Protocol (SMTP) Extension has the following states:

1. start

This is the state of the server b eforethe SMTP_AUTH_NTLM_Initiaton_Command message has
been received.

2. received_authentication_request

This is the state of the client after the SMTP_AUTH_NTLM_ Initiation_Command message has
been received.
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3. inside_authentication

This is the state entered by a server after it has sent an SMTP_NTLM_Supported_Response
message. The inside authentication state is described in section 3252 .

4. completed_authentication

This is the state of the client on exiting the inside_authentication state. Section 3.1.5 defines the
rules for how the inside_authentication state i s exited. The completed_authentication represents
the end state of the authentication protocol.

This document does not address the behavior of SMTP in this state.

3.2.1.2 NTLM Software Interaction

During inside_authentication state, the SMTP server invokes the NTLM software, as specified in MS -
NLMP] section 3.1. The NTLM Authentication Protocol (as specified in [MS -NLMP]) is used with these
options:

A The negotiation is a connection -oriented NTLM negotiation.

A None of the flags specified in MS -NLMP] section 3.1.1 are passed to the NTLM Authentication
Protocol (as specified in [MS  -NLMPY]).

Following is a description of how SMTP uses NTLM (see MS -NLMP] section 3.1.1, which describes
the data model and sequencing of NTLM packets in greater detail).

1. The server, on receiving the NTLM NEGOTIATE_MESSAGE, passes it to the NTLM software. If the
NTLM NEGOTIATE_MESSAGE message is valid, an NTLM CHALLENGE_MESSAGE is returned.

2. Subsequently ,the exchange of NTLM messages goes on as defined by the NTLM Authentication
Protocol (as specified in [MS  -NLMP]) with the SMTP server encapsulating the NTLM messages
retumed by the NTLM Authentication Protocol (as specified in [MS -NLMP]) before sending  them
to the client.

3. When the NTLM Authentication Protocol (as specified in [MS -NLMP]) completes authentication,
either successfully or unsuccessfully, the NTLM software notifies SMTP.

A On successful completion, the server MUST exit the inside_authentication state and enter the
completed_authentication state, and then send the SMTP_AUTH_NTLM_Succeeded Response
message to the client. On receiving this message, the client MUST also transition to the
completed_a uthentication state.

A If a failure occurs due to an incorrect password error, as specified in [MS -NLMP] sections 3.3.1
and 3.3.2 ,the server SHOULD enter the completed_authentication state and send the client
an SMTP_AUTH_Fail Response message.

A If a failure occurs on the serverdue to any reason other than the incorrect password error,
the server enters the completed_authentication state and sends the ¢ lient an
SMTP_AUTH_Other Failure_Response  message. On receiving this message, the client MUST
enter the completed_authentication state.

3.2.2 Timers

None.
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3.2.3 Initialization

None.

3.2.4 Higher-Layer Triggered Events

None.

3.2.5 Message Processing Events and Sequencing Rules

The NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP) Extension is

driven by a series of message exchanges between an SMTP server and an SMTP client. The rules
governing the sequencing of commands and the internal states of the client and serverare defined

by a combinatonof  [REC2554] and [MS-NLMP]. Section 3.2.1 completely defines how the rules
specified in [REC2554] and [MS -NLMP]govem SMTP authentication.

3.2.5.1 Receivingan SMTP_AUTH_NTLM_Initiation_Command Message

Expected state is start.

The server examines the received message to determine if the [initial -response] parameter is
present in the message.

There are two actions possible, depending on whether or not the client has included the [initial -
response] parameter in this message:

1. Ifthe clienthas included the [initial -response ] parameter, the server MUST de -encapsulate the
NTLM NEGOTIATE_MESSAGE embedded within the [initial -response] and pass it to the NTLM
software. The NTLM software MUST do one of the following:

A Report success in processing the message. The server MUST change its state to
inside_authentication and return an SMTP_AUTH_NTLM_BLOB_Response _message.

A Report that the authentication failed, which could be due to some other software error or
message corruption. The ser  ver MUST change its state to completed_authentication and
retuman SMTP_AUTH_Other Failure_Response _ message.

2. Ifthe clienthas not included the [initial -response] parameter, the server MUST reply with the
SMTP_NTLM_ Supported_Response _ message if it supports NTLM and change its state to the
inside_authentication state. If the server does not support NTLM, it MUST respond with the
SMTP_NTLM_Not_Supported Response message, and the intemal state remains unchanged.

3.2.5.2 Receivingan SMTP_AUTH_NTLM_BLOB_Command Message

Expected state is inside_authentication.

On receiving this message, a server MUST de -encapsulate the message, obtain the embedded NTLM
message, and pass it to the NTLM software . The NTLM software MUST do one of the following:
A Report success in processing the message and return an NTLM message to continue the
authentication.
A Report that authentication completed successfully.
A Report that the authentication failed due to a bad user name or password, as specified in MS -

NLMP].
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A Report that the authentication failed, which could be due to some other software error or
message corruption.

For an overview of SMTP server authentication, see the SMTP server state model specified in section
3.21.1 .

3.2.5.2.1 NTLM Returns Success, Returning an NTLM Message

The server MUST encapsulate the NTLM message and send it to the client. The internal state of the
SMTP server remains unchanged.

3.2.5.2.2 NTLM Returns Success, Indicating that the Authentication Completed
Successfully

The server MUST return the SMTP_AUTH NTLM_Succeeded Response  message and change its
intemal state to completed_authentication. <2>

3.2.5.2.3 NTLM Returns Status, Indicating that the User Name or Password Is
Incorrect

The server MUST return the SMTP_AUTH_Fail_Response message and change its internal state to
completed_authentication.

3.2.5.2.4 NTLM Returns a Failure Status, Indicating Any Other Error

The server MUST return the SMTP_AUTH_Other_Failure_Response _ message and change its internal
state to completed_authentication.

3.2.5.3 Sending an SMTP_AUTH_NTLM_BLOB_Response Message

This section describes how to create SMTP_AUTH NTLM_BLOB Response _messages. These NTLM
messages are sent by the serverand MUST be encapsulated to conform to syntax specified by the
SMTP-AUTH mechanism, as follows.

1. Encode the NTLM message data as base64 (as specified in REC1521] ). This is required because
NTLM messages contain data outside the ASCII character range, whereas SMTP only supports the
sending of ASCII characters within the context of SMTP -AUTH.

2. To the base6 4-encoded string, prefix the SMTP response code "334 " (that is, the numerals 334
followed by the ASCII space character 0x20).

3. Suffix the <CR>and <LF> characters (ASCII values 0xOD and 0x0A), as required by SMTP.

The ABNF definition of a server message is as follows.

334 <base64 -encoded - NTLM message><CR><LF>

De -encapsulation of these messages by the client uses the reverse logic, as follows.
1. Remove the <CR>and <LF> character s (ASCII values 0xOD and 0x0A).

2. Remove the SMTP response code "334 " (that is, the numerals 334 followed by the ASCII space
character 0x20).

3. base64 -decode the SMTP data to produce the original NTLM message data.
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3.2.6 Timer Events

None.

3.2.7 Other Local Events

None.
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4 Protocol Examples

4.1 SMTP Client Successfully Authenticating to an SMTP Server

This section illustrates the NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol
(SMTP) Extension with an example scenario in which an SMTP client successfully authenticates to an
SMTP server using NTLM.

SMTP SMTP
Client Server

.
SMTF’_AUTH_NTLM_InItiatr’nh Command
_ E—

SMTR_AUTH NTLM Bloh Command and
SMTP_AUTH _NTLM _Blob Response are
exchanged until the NTLM subsystern indicates
that a successiul logon has occurred on the
server side, which sends an
SMTP_AUTH_NTLM Succeeded Response.

SHTP BUTH MWTLM EI.,ICDEEE',]EEI Respo SE——
- — =

NTLM Succeeds

Figure 4: SMTP client successfully authenticating to SMTP server

1. The clientsend sanEHLO to the server. This command is specified in REC2821] .

EHLO testcom

2. The server responds with an EHLO -Response (including the EHLO  -keyword AUTH) to indicate that
the authentication issu  pported. Among the parameters to the AUTH EHLO -response keyword is
the keyword "NTLM", indicating that NTLM authentication is available.

250-exch -cli - 66 Hello [127.0.0.1]
250 - AUTH GSSAPI NTLM

250- TURN

250 - SIZE 2097152

250-ETRN

250 - PIPELINING
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250- DSN

250 - ENHANCEDSTATUSCODES
250 - 8bitmime

250 - BINARYMIME

250 - CHUNKING

250 - VRFY
250 OK
3. The client then sends the SMTP AUTH command, SMTP_AUTH_NTLM_Initiation_Command ,
initiating auth. In this example, the AUTH comman d being sent is without the optional [initial

response] data.

AUTHNTLM

4. The serversends the  SMTP_NTLM_Supported_Response  message, indicating that it can perform

NTLM authentication.

334 ntim supported

5. The clientsendsan SMTP_AUTH NTLM BLOB_Command _message containing a base64
NTLM NEGOTIATE_MESSAGE.

TIRMTVNTUAABAAAAHII4gAAAAAAAAAAAAAAAAAAAAAFASAO AAAADW==

The content of the NTLM message after base64 decoding is as follows.

0x00000000 4E 54 4C 4D 5353 50 00 01 0000 00 B7 82 08 E2 NTLMSSP.....7_.b
0x00000010 0000 00 00 0000 00 00 00 0000 0000000000 ....cceveee.
0x00000020 0502 CE OE 0000 00 OF .N....

6. The serversends an SMTP_AUTH_NTLM BLOB Response message containing a base64
NTLM CHALLENGE_MESSAGE.

334 TIRMTVNTUAACAAAAFGAWADGAAAALGOrZt 7rI6U g/ cCAAAAAAAA AAGWADAB OAAA
ABQLODgAAAAIF AFgAQWBIACOAQWBMAEKALQA2ADY AAgAWAEUAWABDAEgAL QBDAEWASQ
AtADYANGABABY ARQBY AEMAS AAAE MATAB JACOANgA2AAQAFgBIAHGAY WBOACOAY WBSA
GKALQA2ADYAAWAWAGUAeABJAG AL QBJAGWAAQAIADYANGAAAAAA

The content of the NTLM message after base64 decoding is as follows

0x00000000 4E 54 4C 4D 5353 50 00 02 000000 16 00 1600 NTLMSSP.........

0x00000010 3800 00 00 3582 8A E2 66 DEEB 23 A5 2A FDC7 8...5_bf"k#%*}G

0x00000020 0000 00 00 0000 00 00 6C 006C 00 4E 00 0000 .......LLN...

0x00000030 0502 CE OE 0000 00 OF 450058 0043004800 ..N...EXC.H.

0x00000040 2D 00 43 00 4C 00 49 00 2D 0036 00 36 00 0200 -CLIL -.66..
0x00000050 1600 45 00 58 00 43 00 48 002D 00 43 004C00 ..E.X.C.H. - C.L.

-encoded

-encoded
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0x00000060 4900 2D 00 36 00 36 00 010016 0045005800 I. - .6.6....EX.

0x00000070 430048 002D 0043 004C 0049 002D 003600 C.H. -.CLl. -6.
0x00000080 360004 00 1600 65 00 78 0063 00 68 00 2D 00 6.....e.x.c.h. -
0x00000090 6300 6C 00 6900 2D 00 36 0036 00 03 00 1 600 c.li. -.6.6.....
0x000000A0 6500 78 00 6300 68 00 2D 0063 00 6C 00 6900 e.x.c.h. -.cli.
0x000000B0 2D 00 36 00 36 00 00 00 00 00 - .6.6.....
7. The clientsends an SMTP_AUTH_NTLM_BLOB_Command message containing a base64 -encoded

NTLM AUTHENTI CATE_MESSAGE.

TIRMTVNTUAADAAAAGAAYAHWAAAAY ABOAIAAAAB YAFGBIAAAACAAIAFAAAAAWABY AZgA
AABAAEACsAAAANYKI4gUCzg4AAAAPZ QBAAG MAaAAIAG MADAB pACOANgA2AHQAZQBzAH
QARQBYAEMASAAIAEMATABJACOANgA2AAZ KkK42dvN2AAAAAAAAAAAAAAAAAAAAABYQC
ZdJZONxuuMaNT5PPn5az6imuk9cP ZkPUJEY NIRezkCGmTwS5G0=

The content of the NTLM message after base64 decoding is as follows.

0x00000000 4E 54 4C 4D 5353 50 00 03 000000 18 00 1800 NTLMSSP.........
0x00000010 7C 00 00 00 1800 18 00 94 0000 00 16 00 1 600 |rienne.
0x00000020 4800 00 00 0800 08 00 SE 000000 16 00 1600 H.....N......

0x00000030 6600 00 00 1000 10 00 AC 0000003582 88E2 f.......,..5_b

0x00000040 0502 CE OE 0000 00 OF 650078 00 63006800 ..N.....e.x. c.h.
0x00000050 2D 00 63 00 6C 00 69 00 2D 0036 00 36 00 7400 - .Ccli -.661t.
0x00000060 6500 73 00 740045 00 58 0043 0048 00 2D 00 e.s.tE.X.CH. -.
0x00000070 4300 4C 004900 2D 00 36 0036 00 06 4A 90AE C.L.I. -.6.6.J_.
0x00000080 36 76 F3 76 0000 00 00 00 0000 00 00 00 0000 6vsv............

0x00000090 0000 00 00 1IBEA 09 97 49 6743 71 BAE3 1A35 ....j._lgCq:c.5

0x000000A0 3E4F 3E 7TE5A67 A8 A6 BA4F5C 3D 99 OF 5231 >0>~Zg(&:0 \=_R1
0x000000B0 1834 84 5E CE40 86 993C 12E4 6D 4 "N@__<.dm

8. The serversends an SMTP_AUTH_NTLM_Succeeded Response  message.

235 2.7.0 Authentication successful

4.2 SMTP Client Not Successfully Authenticating to an SMTP Server

This section illustrates the NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol
(SMTP) Extension with an example scenario in which an SMTP client attempts NTLM authentication
to an SMTP server, and the authentication fails.
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SMTP SMTP
Client Server

—_—
SMTP_AUT) H_NTLM_Initiatian Command
_ E—

5
MTF‘_ALJTH__NTLH_BTDJ:' Commang
— T ——

S
_'Regponse

‘_______._.5MTP_.¢-.UTI-|_NTLM_BIGH

e e
MTP_AUTH_ NTLM_Blob ra mmang
i i

. —
SMTP_AUTH _Fail_Response
- ;

NTLM Fails

Figure 5: SMTP client unsuccessfully attempts authentication to SMTP server

1. As described in the previous example for unsuccessful AUTH, the SMTP client determines if the
server supports NTLM authentication by sending the EHLO command and parsing the EHLO
response.

2. The clientsendsan SMTP_AUTH_ NTLM Initiation_Command to the server.

AUTHNTLM

3. The serversends the  SMTP_NTLM_ Supported Response  message, indicating that it can perform
NTLM authentication.

334 ntlm supported

4. The clientsend san SMTP_AUTH NTLM_BLOB Command message.

TIRMTVNTUAABAAAAH114gAAAAAAAAAAAAAAAAAAAAAFASAO AAAADW==

The content of the NTLM message after base64 decoding is as follows.

0x00000000 4E 54 4C 4D 5353 50 00 01 000000 B7 8208E2 NTLMSSP....7_.b
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0x00000010 0000 00 00 0000 00 00 00 0000 0000000000 ....cceveee.
0x00000020 0502 CE OE 0000 00 OF ..N.....

5. The server responds with an SMTP_AUTH NTLM_BLOB Response message.

334 TIRMTVNTUAACAAAAFGAWADgAAAAILGoriYo 7TENUsXaglAAAAAAAA AAGWADAB OAAA
ABQLODgAAAAIF AFgAQWBIACOAQWBMAEKALQA2ADY AAgAWAEUAWABDAEgAL QBDAEWASQ
AtADYANgABABY ARQBY AEMAS AAtAE MATABJACOANGA2AAQAFG BIAHgAY WBOACOAY WBSA
GKALQA2ADYAAWAWAGU BAG gAL QBJAGWAaQAIADYANGAAAAAA

The content of the NTLM message after base64 decoding is as follows.

0x00000000 4E 54 4C 4D 5353 50 00 02 000000 16 00 1600 NTLMSSP.........
0x00000010 3800 00 00 3582 8A E2 62 BEC4 35 4B 17 6A02 8...5_bb_D5K.j.

0x00000020 0000 00 00 0000 00 00 6C 006C 00 4E 00 0000 .......LLN...

0x00000030 0502 CE OE 0000 00 OF 450058 0043 004800 ..N....E.XC.H.

0x00000040 2D 00 43 00 4C 00 49 00 2D 0036 00 36 00 0200 -CLIL -.66..
0x00000050 1600 45 00 58 00 43 00 48 002D 00 43 00 4C00 ..E.X.C.H. -C.L.
0x00000060 4900 2D 00 3600 36 00 01 0016 00 45 00 5800 |I. - .6.6...EX.
0x00000070 4300 48 00 2D 00 43 00 4C 0049002D 003600 C.H. -.CLIL -6
0x00000080 3600 04 00 16 00 65 00 78 0063 00 68 00 2D 00 6.....e.x.c.h.

0x00000090 6300 6C 00 6900 2D 00 36 0036 00 03 00 1600 c.l.i. -.6.6.....
0x000000A0 6500 78 00 6300 68 00 2D 0063 00 6C 00 690 0 ex.c.h. -.cli.
0x000000B0 2D 00 36 00 3600 00 00 00 00 -.66...

6. The client then sends an SMTP_AUTH_NTLM_BLOB_Command message.

TIRMTVNTUAADAAAAGAAYAHWAAAAY ABGAIAAAAB YAFGBIAAAACAAIAFAAAAAWABY AZ gAAABAAEACSAAAANY Kl4g
UCzg4AAAAPZ QB4AGMAaAAIAGMADABPACOAN gA2AHQAZ QBZAHQARQB YAEMASAAAEMATABJACOANGA2AIGe V6B5h
hASWAAAAAAAAAAAAAAAAAAAAAHZHDVWT U5GIORY 04e RmWYON WZflfisgdU u2Wmx YUKy8 3Pyyxzb A8=

The content of the NTLM message after base64 decoding is as follows.

0x00000000 4E 54 4C 4D 5353 50 00 03 0000 00 18 00 1800 NTLMSSP.........

0x00000010 7C 00 00 00 1800 18 00 94 000000 16 00 1600 |....c0c_.uuuee

0x00000020 4800000008000 8005E00000016001600 H...."N....

0x00000030 6600 00 00 1000 10 00 AC 000000 3582 88E2 f.......,..5_b

0x00000040 0502 CE OE 0000 00 OF 650078 00 63006800 ..N....e.x.c.h.

0x00000050 2D 00 63 00 6C 00 69 00 2D 0036 00 36 007400 - .Cli -.661t.
0x00000060 6500 73 00 7400 45 00 58 0043 00 48 00 2D 00 e.s.tE.X.CH. -
0x00000070 4300 4C 004900 2D 00 36 0036 00 BA9E 57AE C.L.L -.6.6_W.
0x00000080 6184 04 BO 0000 00 00 00 0000 00 00 00 0000 a_.0....
0x00000090 0000 0000 7647 0D 57 FO 4D4E 5C 8B 44 58 D3 ...vG.WpMN \DXS
0x000000A0 879199 6C B4AFD 5599 7C 87E3 B2 A754BB65 __ 4}U_| c2T;e

0x000000B0 A6C5 85 0A CBCD CF CB 2C 736C OF &E_.KMOKsl.

7. The serversends an SMTP_AUTH_Fail Response message.
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535 5.7.3 Authentication unsuccessful
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5 Security

5.1 Security Considerations for Implementers

Implementers of the NT LAN Manager (NTLM) Authentication: Simple Mail Transfer Protocol (SMTP)

Extension should be aware of the security considerations of using NTLM authentication (see MS -
NLMP] section 5).
5.2 Index of Security Parameters
Security parameter Section
NTLM 2 and 3
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6 Appendix A: Product Behavior

The information in this specification is applicable to the following product versions:

>

Microsoft Windows® 2000 operating system
Windows® XP operating system

Windows Server® 2003 operating system

> > >

Windows Vista® operating system

Windows Server® 2008 operating system

> >

Windows® 7 operating system

A Windows Server® 2008 R2 operating system

Exceptions, if any, are noted later in this section. If a service pack number appears with the product
version, behav ior changed in that service pack. The new behavior also applies to subsequent service
packs of the product unless othemwise specified.

Unless othewise specified, any statement of optional behavior in this specification prescribed using
the terms SHOULD or SHOULD NOT implies Windows behavior in accordance with the SHOULD or
SHOULD NOT prescription. Unless othemwise specified, the term MAY implies that Windows does not
follow the prescription.

<1> Section 1.5: A Windows SMTP serverand SM TP client use Security Support Provider Interface

(SSPI) to obtain and process NTLM messages. For more information on SSPI, see SSP1] .

<2> Section 3.2.5.2.2: A Windows SMTP se rver does not permit a client to authenticate using
credentials for the user identified as the "BUILTIN \Administrator" account, for security reasons.
Intemally, the NTLM software reports to the SMTP server that the authentication succeeded, but
Windows SM TP then checks the user credentials and fails the authentication, sending the
SMTP_AUTH_Fail_Response message even though NTLM actually succeeded the authentication.

For additional information on built -in accounts and groups, see "SID Values For Default Windows NT

Installations”, [MSKB -163846] .
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7 Change Tracking

This section identifies changes made to [MS -SMTP] protocol documentation between August 2009
and September 2009 releases. Changes are classed as major, minor, or editorial.

Major changes affect protocol interoperability or implementation. Examples of major changes are:

A Adocument revision that incomporates changes to interoperability requirements or functionality.
A An extensive rewrite, addition, or deletion of major porti ons of content.

A Aprotocol is deprecated.

A The removal ofa document from the documentation set.

A Changes made for template compliance.

Minor changes do not affect protocol interoperability or implementation. Examples are updates to
fix technical accuracy or ambiguity at the sentence, paragraph, or table level.

Editorial changes apply to grammatical, formatting, and style issues.
No changes means that the document is identical to its last release.

Majorand minor changes can be desc ribed further using the following revision types:

>

New content added.

Content update.

> >

Content removed.

p>N

New product behavior note added.

Product behavior note updated.

> >

Product behavior note removed.

New protocolsyntax added.

> >

Protocol syntax updated.

Protoco | syntax removed.

New content added due to protocol revision.
Content updated due to protocol revision.

Content removed due to protocol revision.

> > > > >

New protocolsyntax added due to protocol revision.
Protocol syntax updated due to protocol revision.

Protocol syntax removed due to protocol revision.

> > >

New contentadded for template compliance.

>

Content updated for template compliance.
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A Content removed for template compliance.

A Obsolete document removed.

Editorial changes always have the revision type "Editorially updated."

Some important terms used in revision type descriptions are defined as follows:

Protocol syntax refers to data elements (such as packets, structures, enumerations, and methods)

as well as interfaces.

Protocol revision refers to changes made to a protocol that affect the bits that are sent over the

wire.

Changes are listed in the following table. If you need further information, please contact

protocol@microsoft.com

[MS-SMTP] & v20090924
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Major
change

Tracking number (if applicable) (Y or Revision
Section and description N) Type
1.2.1 Moved reference for[MS -GLOS] to N Editorially
Nomative References Informative References. updated.
2211 38097 Y Content
SMTP_AUTH_NTLM Initiaton Command Switched the update.
Message SMTP_AUTH_NTLM_Initiaton_Command

message formats to clarify how the

NTLM NEGOTIATE MESSAGE can be

sentas the [initial  -response] portion of

this command or optionally without it.
221.1 38667 Y Content
SMTP_AUTH NTLM Initiaton Command Removed contentdescribing the removed.
Message processing instructions and protocol

behavior when the client sends the

SMTP_AUTH_NTLM_Initiaton_Command

messa ge to initiate the NTLM

authentication process for SMTP, and

created topic "Sending an

SMTP_AUTH_NTLM_Initiaton_Command

Message" from the removed content.
2.2.1.2 38667 Y Content
SMTP_NTLM Supported Response Added language addressing the server removed.
Message response and a reference to processing

instructions. Removed the message

processing content from this topic

describing how the server responds to

SMTP_AUTH_NTLM_Initiaton_Command

messages and integrated it into topic

"Receiving an

SMTP_NTLM_Supported_Response

Message".
2215 38711 N Content
SMTP_AUTH Other Failure Response Updated section references. update.
Messaqge
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change

Tracking number (if applicable) (Yor Revision
Section and description N) Type
22.1.6 38711 N Content
SMTP_AUTH NTLM Succeeded Response Updated section reference. update.
Messaqge
2217 38711 N Content
SMTP_AUTH NTLM BLOB_ Command Updated section reference. update.
Messaqge
22.1.8 38711 N Content
SMTP_NTLM Not Supported Response Updated section reference. update.
Message
22.19 38667 Y Content
EHLO Discovery Message Added language describing what the update.

EHLO Discovery message does, and

added a reference to processing details.

Removed processing contentand added

it to topic "Sendingan EH  LO Discovery

Message".
3.15.1 38667 Y New
Sending an Created new topic from section content content
SMTP_AUTH NTLM Initiaton Command to spe cify the message processing added.
Message instructions and protocol behavior when

the clientsends the

SMTP_AUTH_NTLM_Initiation_Command

message to initiate the NTLM

authentication process for SMTP.
3152 38667 Y New
Sending an EHLO Discovery Command Created this topic from "EHLO Discovery content
Message Message" content, describing processing added.

when an EHLO Discove ry Command

message is sent by the client.
3152 38711 N Content
Sending an EHLO Discovery Command Updated section reference. update.
Message
3153 38667 Y New
Sending an Created this new opic from "SMTP content
SMTP_AUTH NTLM BLOB_ Command Client Messages" content, so that added.
Message processi ng instructions are included in

the proper section of this document.
3154 38667 Y New
Receiving an Added message processing content content
SMTP_NTLM Supported Response from added.
Message "SMTP_NTLM_Supported_Response

Message" describing how the server

responds to

SMTP_AUTH_NTLM_Initiaton_Command

messages.
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change

Tracking number (if applicable) (Yor Revision
Section and description N) Type
3.15.6 38114 N Content
Receiving an Changed the order of the numbered list update.
SMTP_AUTH NTLM BLOB_Response items for the client initializing the NTLM
Message software, so that sending the SMTP

message to the server precedes wai ting

for aresponse from the server.
3.1.5.6 38120 Y New
Receiving an Clarified NTLM software and client content
SMTP_AUTH NTLM BLOB Response actions after the client obtains the added.
Message embedded NTLM message from the

SMTP_AUTH_NTLM_BLOB_Response

message and passes it to the NTLM

software.
3.25.3 38667 Y New
Sending an Created new topic from section "SMTP content
SMTP_AUTH NTLM BLOB_ Response Server Messages", so that processing added.
Message instructions for

SMTP_AUTH_NTLM_BLOB_Response

messages are included in the proper

document section.
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